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Keamanan informasi merupakan aspek penting dalam pengelolaan sistem 

informasi, terutama bagi institusi penelitian seperti LPPM ISTN. Penelitian ini 

mengevaluasi tingkat keamanan situs web LPPM ISTN melalui metode pengujian 

penetrasi untuk mengidentifikasi potensi kerentanan. Pengujian dilakukan dalam 

beberapa tahap, termasuk pengumpulan informasi, pemindaian jaringan, 

identifikasi kerentanan, dan eksploitasi. Hasil pengujian menunjukkan bahwa situs 

web telah dilindungi oleh Web Application Firewall (WAF) melalui Cloudflare dan 

Apache. Namun, ditemukan beberapa port terbuka, seperti port 53 (DNS), port 80 

(HTTP), port 443 (HTTPS), dan port 5432 (PostgreSQL), yang berpotensi 

dieksploitasi. Salah satu kerentanan utama adalah DNS Server Spoofed Request 

Amplification DDoS, yang memungkinkan serangan spoofing dan DDoS. 

Kerentanan ini merupakan kerentanan high yang didapat dari Nessus. Risiko lain 

yang teridentifikasi adalah eksploitasi clickjacking untuk analisis lalu lintas situs. 

Kerentanan tersebut didapat dari ZAP dengan hasil kerentanan Medium. Selama 

penelitian, terjadi perubahan IP domain pada 21 Januari 2025, Pengujian ulang pada 

6 Februari 2025 menunjukkan hanya sedikit perubahan dalam kerentanan dengan 

sebagian besar kerentanan telah tertutup. Hasil penelitian ini memberikan wawasan 

terkait kelemahan sistem serta rekomendasi peningkatan keamanan guna 

mengurangi risiko serangan siber pada website akademik. Diharapkan juga 

penelitian ini dapat menjadi acuan bagi pengelola LPPM ISTN dalam 

meningkatkan keamanan website dan perlindungan data. 

 

Kata Kunci: Keamanan informasi, Web Application Firewall (WAF) DNS Server, 

Spoofed Request Amplification, spoofing, Cloudflare, Apache 
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Information security is an important aspect in managing information systems, 

especially for research institutions such as LPPM ISTN. This research evaluates the 

security level of the LPPM ISTN website through penetration testing methods to 

identify potential vulnerabilities. Testing is carried out in several stages, including 

information collection, network scanning, vulnerability identification and 

exploitation. Test results show that the website is protected by Web Application 

Firewall (WAF) via Cloudflare and Apache. However, several open ports were 

found, such as port 53 (DNS), port 80 (HTTP), port 443 (HTTPS), and port 5432 

(PostgreSQL), which could potentially be exploited. One of the main vulnerabilities 

is DNS Server Spoofed Request Amplification DDoS, which allows spoofing and 

DDoS attacks. This vulnerability is a high vulnerability obtained from Nessus. 

Another risk identified is the exploitation of clickjacking for site traffic analysis. 

This vulnerability was obtained from ZAP with Medium vulnerability results. 

During the research, a domain IP change occurred on January 21, 2025. Retesting 

on February 6, 2025 showed only minor changes in vulnerabilities with most 

vulnerabilities closed. The results of this research provide insight into system 

weaknesses as well as recommendations for improving security to reduce the risk 

of cyber attacks on academic websites. It is also hoped that this research can become 

a reference for LPPM ISTN managers in improving website security and data 

protection. 

Keywords: information security, Web Application Firewall (WAF) DNS Server, 
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